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1. BBepgeHue

1.1. Ha3HayeHue cnpaBoOYHUKA

[aHHbIN cnpaBoOYHNK COOEPXXUT onucaHne nporpaMmmHbIX MHTepderncos (API) cuctemsl
BusStory, npegHa3sHa4YeHHbIX 45 MHTErpaumm ¢ BHELLHUMU CUcTeMaMm 1 pa3paboTkm
KNUeHTCKMX npunoxeHun. APl nocTpoeHo Ha coBpeMeHHbIX NpuHumnax REST ¢
nogaepxkown real-time oGHoBNEHNN.

1.2. Apxutektypa API
OCHOBHbIe KOMMNOHEHTbI:

REST API - ocHoBHOM nHTepdenc ans CRUD onepauui
WebSocket API - real-time o6HoBneHnsa n cobbiTns

GraphQL Endpoint - rubkue 3anpocbl 4ns CnoXHon aHanuTmku
Webhook API - ysegomneHumsi 0 COObITUAX CUCTEMBI

BasoBasi cTpykTypa:

API Gateway - Authentication - Rate Limiting - Business Logic - Database
! ! i i i
Routing JWT Tokens Request Quotas Processing Data Storage

1.3. BepcnoHupoBaHue API

Tekywasn Bepcusa: v1.2.0



MoppepxnBaembie BepcUMU:

v1.2.x - Tekywasa ctabunbHasa Bepcus
v1.1.x - nogaepxmBaetcsa go koHua 2025 roga
v1.0.x - deprecated, nogaepxka oo cepeanHsl 2025 roga

2. O6wme npuHuUnbl pabotbi ¢ API
2.1. basoBblie URL

Production okpyxeHue:
https://api.busstory.example.com/v1l/
Staging okpyxeHue:

https://api-staging.busstory.example.com/v1l/

2.2. PopmaTbl AaHHbIX
BxogHble oaHHbIE:

JSON ana POST/PUT 3anpocos
Query parameters gna GET 3anpocos
Multipart/form-data ans 3arpy3sku dannos

BbixogHble AaHHbIe:

JSON ansa Bcex otBeToB
CTtaHpapTHas CTpyKTypa OTBETOB C MeTafaHHbIMU

Mopaep)kka narMHaumm Ans Criickos

Mpumep cTaHaapTHOro oTBeTa:

{
""'success": true,
"data": {
"items": [...],
"meta": {
"total": 150,
"page": 1,
"limit": 20,
"pages": 8
b

+



"timestamp": "2025-06-30T10:30:00.000Z"
b

2.3. HTTP kogbl oTBeTOB
YcnewHble onepauuvu:

200 0K - ycneLluHbIW 3anpoc
201 Created - pecypc co3gaH
204 No Content - ycnelwHoe yganeHue

OLWNOKU KNUeHTa:

400 Bad Request - HEBepHbIN 3anpoc

401 Unauthorized - Tpebyertcsa ayTeHTUdMKaLus
403 Forbidden - pgocTtyn 3anpeLieH

404 Not Found - pecypc He HanaeH

429 Too Many Requests - npeBbilleH JIMMUT 3anpocoB
Owunbkm cepBepa:

500 Internal Server Error - BHYTPeHHAS owunbka
502 Bad Gateway - owwmbka Linto3a

503 Service Unavailable - cepBuc HegocTyneH

3. AyTeHTUdpUuKaumsa n aBTopusaums

3.1. MeTtoab! ayTeHTUdUKaLUN

JWT Token Authentication (pekomeHayeTcs):
Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9...
API Key Authentication:

X-API-Key: your—-api-key-here

3.2. [lonyyeHne TOKeHa goctyna
Endpoint: POST /auth/login

3anpoc:

"username": "user@example.com",



"password": "secure_password"

b
OTBerT:
{
""'success": true,
"data": {
"access_token": "eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVvCJ9...",
"refresh_token": "refresh_token_here",
"expires_in": 3600,
"user": {
"id": "userl23",
"username": "user@example.com",
"role": "operator"
b
}
b

3.3. OOHOBNEeHMe TOKeHa

Endpoint: POST /auth/refresh

3anpoc:
{
"refresh_token": "refresh_token_here"
}

4. APl ynpaBneHus yctpouctsamm

4.1. Nony4yeHue cnucka yCTPOUCTB
Endpoint: GET /devices
MapameTpbl 3anpoca:

status - couneTp no cratycy (online, offline, maintenance)
location - duneTp Mo reorpaduyeckon obnactu
limit - konu4yecTBO 3anucen (No ymondaHuo 20)

page - HOMep CTpaHuubl (N0 ymonyaHuo 1)

Mpumep 3anpoca:

GET /devices?status=online&limit=10&page=1



OTBeT:

{
"success": true,
"data": {
"items": [
{
"id": "devicel23",
"name'": "Bus Route 101 Counter",
"status": "online",
"location": {
"latitude": 47.2357,
"longitude": 39.7015
I
"last_seen": "2025-06-30T10:30:00.000Z",
"battery_level": 85,
"accuracy": 0.96
¥
1
"meta": {
"total": 45,
"page'": 1,
"limit": 10,
"pages": 5
b
}
b

4.2. Nony4yeHune nHcpopmaumm o6 yctpouctee

Endpoint: GET /devices/{device_id}

OtBerT:
{
"success": true,
"data": {
"id": "devicel23",
"name'": "Bus Route 101 Counter",
"status": "online",

"hardware": {
"model": "BusStory Counter v2.1",
"firmware": "1.4.2",
"serial_number": "BSC202500123"
}l
"configuration": {
"counting_zone": {
"x'": 100, "y": 50,



"width": 200, "height": 300

b
"sensitivity": 0.85

Iy

"statistics": {
"total_counted": 15420,
"today_counted": 342,
"accuracy": 0.94,
"uptime'": 99.2

b

4.3. O6bHOoBMNeHne KoHduUurypaumm ycTpoucTea
Endpoint: PUT /devices/{device_id}/config

3anpoc:

"counting_zone": {

"x": 120, "y": 60,

"width": 180, "height'": 280
b
"sensitivity": 0.90,
"reporting_interval': 30

4.4. OTnpaBKa KOMaHAbl YCTPOMNCTBY
Endpoint: POST /devices/{device_id}/commands
[ocTynHble KOMaHAbI:

restart - nepesarpyska yCTpoucTtea
calibrate - kanubpoBka anropMTMOB
update_firmware - OGHOBNEHME NPOLUNBKM

reset_counters - cbpoc cHETUNKOB

3anpoc:

""command": "restart",
"parameters": {
"force": true



5. APl gaHHbIX naccaXuponoToka

5.1. lNony4yeHne AaHHbIX B pearibHOM BpeMeHU
Endpoint: GET /passenger—flow/current
MapameTpbil:

device_ids - cnucok ID ycTponcTs (Yepes 3ansaTyto)

time_window - BpeMeHHOe OKHO B cekyHaax (no ymonyanuio 300)

OTBerT:

""'success": true,

"data": {
"timestamp": "2025-06-30T10:30:00.000Z",
"devices": [

{
"device_id": "devicel23",
"current_flow": {
"in": 3,
"out": 1,
"net": 2
by
"last_5_minutes": {
"in": 12,
"out": 8,
"net": 4
¥
}

1

"summary": {
"total_in": 3,
"total out": 1,
"total_net": 2

}

b
¥

5.2. UcTopunyeckne gaHHble
Endpoint: GET /passenger—flow/history

MapameTpbl:



start_date - HavanbHasa gata (ISO 8601)
end_date - koHevHas gata (ISO 8601)
device_ids - CMUCOK YCTPOMCTB

granularity - getanusaumsa (minute, hour, day)

Mpumep 3anpoca:

GET /passenger—-flow/history?start_date=2025-06-29T00:00:00Z&end_date=2025-
06-30T23:59:59Z&granularity=hour

5.3. AHanuTHn4YecKkue oTyeThbl
Endpoint: POST /reports/generate
Tunbl oTYeTOB:

daily_summary - eXXegHeBHas cBOOKa
weekly_overview - exXeHegenbHbIi 0030p
route_analysis - aHanu3 mapLipyToB

peak_hours -4acbl MUK

3anpoc:
{
"report_type": "daily_summary",
"date": '"2025-06-30",
"device_ids": ["devicel23", '"device456"],
"format": "json"
¥

6. APl ynpaBneHus nonb3oBaTensammu

6.1. NMony4yeHne cnucka nonb3oBaTeneu
Endpoint: GET /users

Tpebyem porb aOMuHuUcmpamopa

OrBer:
{
""success": true,
"data": {
"items": [
{

"id": "user123",



"username": "operator@example.com",
"role": "operator",

"status": "active",

"last_login": "2025-06-30T09:15:00.000Z",
"created at": "2025-01-15T10:00:00.000Z"

6.2. Co3gaHue nonb3oBaTens

Endpoint: POST /users

3anpoc:
{
"username": '"newuser@example.com",
"password": '"secure_password",
"role": "operator",
"profile": {
"first name": "WNma",
"last_name": "Oamununa',
"department": "[OucneTtdyepckas"
b
b

6.3. YnpaBneHue ponamm
Endpoint: PUT /users/{user_id}/role

3anpoc:

"role": "administrator",

"permissions": {
"devices": ["read", "write", "configure"],
"reports": ["read", "generate"],
"users": ["read", "write"]

7. Real-time nHTepdencsi

7.1. WebSocket nogkntouyeHue

URL: wss://api.busstory.example.com/ws



NHuumanmnsaumsa:

const ws = new ('wss://api.busstory.example.com/ws');
wS. = function() {
WS. ( . ({
type: 'auth',

token: 'your—-jwt-token'
1))
b

7.2. NMopgnucka Ha coobITUA
Tunbl coObITUNA:

device_status - M3aMeHeHWsi cTatyca yCTpOMCTB
passenger_count - HOBble AaHHble NoAcyeTa
system_alert - cuctemHble yBegoMIIeHUSA

user_activity - akTMBHOCTb Nonb3oBaTenemn

Moanwucka:

WS. ( . ({
type: 'subscribe',
events: ['device_status', 'passenger_count'],
filters: {
device_ids: ['devicel23', 'device456']

)

7.3. ObpaboTka cobbITUN

Mpumep cobbiTuA:

{
"type": "passenger_count",
"device_id": "devicel23",
"timestamp": "2025-06-30T10:30:15.000Z",
"data": {
"in": 2,
"out": 0,
"confidence": 0.92,
"zone": "door_1"
¥



8. NMpumepbl UHTErpaunmn

8.1. JavaScript/Node.js kKnueHT

class BusStoryAPI {
constructor(baseUrl, apiKey) {
this.baseUrl = baselUrl;
this.apiKey = apiKey;
this.token = null;

async authenticate(username, password) {
const response = await fetch( ${this.baseUr1l}/auth/login, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'X-API-Key': this.apiKey
b
body: JSON.stringify({ username, password })
1)

const data = await response.json();
this.token = data.data.access_token;
return data;

async getDevices(filters = {}) {
const params = new URLSearchParams(filters);
const response = await fetch( ${this.baseUrl}/devices?${params} , {
headers: {
'Authorization': “Bearer ${this.token}",
'X-API-Key': this.apiKey
b
I

return response.json();

by

async getCurrentFlow(devicelIds) {
const params = new URLSearchParams({
device_ids: devicelds.join(',")

});

const response = await fetch( ${this.baseUrl}/passenger—-flow/current?
${params} , {
headers: {
'Authorization': “Bearer ${this.token}",
'X-API-Key': this.apiKey



});

return response. ();
b
b
const api = new ('https://api.busstory.example.com/v1l', 'your-
api-key');
await api. ('user@example.com', 'password');
const devices = await api. ({ status: 'online' });

8.2. Python knueHT

import requests
import websocket
import json

class :
def (self, base_url, api_key):
self.base_url = base_url
self.api_key = api_key
self.token = None
self.session = requests.Session()
self.session.headers.update({'X-API-Key': api_key})
def (self, username, password):

response = self.session.post(f'{self.base_url}/auth/login', json={
'username': username,
'password': password

})

data = response.json()

self.token = datal['data']['access_token']

self.session.headers.update({'Authorization': f'Bearer

{self.token}'})
return data

def (self, xxfilters):
response = self.session.get(f'{self.base_url}/devices"',
params=filters)
return response.json()

def (self, device_ids):
params = {'device_ids': ','.join(device_ids)}
response = self.session.get(f'{self.base_url}/passenger-
flow/current', params=params)
return response.json()



# Wcnonb3oBaHue

api = BusStoryAPI('https://api.busstory.example.com/v1l', 'your-api-key')
api.authenticate('user@example.com', 'password')

devices = api.get_devices(status='online')

8.3. Webhook nHterpauus
Hactpownka webhook:

POST /webhooks
Content-Type: application/json

{
"url": "https://your-system.com/webhook/busstory",
"events": ["device_offline", "high_passenger_flow"],
"secret": "webhook-secret",
"active": true
¥
O6paboTka webhook:

app.post('/webhook/busstory', (req, res) => {
const signature = req.headers['x-busstory-signature'];
const payload = JSON.stringify(req.body);

// TlpoBepka nopnucu

const expectedSignature = crypto
.createHmac('sha256', 'webhook-secret')
.update(payload)
.digest('hex"');

if (signature !== expectedSignature) {
return res.status(401).send('Invalid signature');

// 06paboTka cobbiTuA
const { type, data } = req.body;

switch (type) {
case 'device offline':
handleDeviceOffline(data);
break;
case 'high_passenger_flow':
handleHighFlow(data);
break;



res. (200). ('OK');
1)

9. OrpaHn4yeHnsa N KBOTbI

9.1. llumutbl 3anpocoB (Rate Limiting)
Mo ymonuyaHwuio:

1000 3anpocos B 4ac Ha API knitoy
100 WebSocket coeguHeHunit Ha nonb3oBaTtens
10 ogHOBpeMeHHbIX webhook delivery

[nsa KopnopaTUBHbIX KITUMEHTOB:

10,000 3anpocos B 4ac
1000 WebSocket coegmnHeHnin
100 ogHoBpeMeHHbIX webhook delivery

9.2. OrpaHnyYeHUA OaHHbIX
Pasmep 3anpoca:

Makcumym 10MB onsa gpannosbix 3arpy3ok
Makcumym 1MB gnsa JSON 3anpocos

Makcumym 1000 anemeHTOB B Maccuse
BpemMeHHble OKHa:

McTopunyeckne gaHHble: makcumym 1 rog 3a 3anpoc
Real-time gaHHble: Makcumym 24 yaca

Jkcnopt oT4eToB: Makcumym 100MB Ha dpann

9.3. MOHUTOPMHI UCNOSIbL30BaHUS

3aronoBkKMu oTBeTa:

X-RateLimit-Limit: 1000
X-RateLimit-Remaining: 999
X-RatelLimit-Reset: 1640995200

npeBblLIJeHVIe JIMMAUTOB:

""'success": false,



"error": {
"code": "RATE_LIMIT_EXCEEDED",
"message'": "Rate limit exceeded. Try again in 60 seconds.",
"retry_after": 60

}

KoHTakTHasa nHcgpopmauums:

000 «doHHoBOTEX»

344000, Poccus, 1. Poctos-Ha-[oHy, yn. M.['opbkoro 205
leHepanbHbIM anpekTop: EBreHnn JlbBoBmY J1eBUTUH
TenedoH: +7 904 500 6087

Email: leojohn@yandex.ru

Beb-canT: hitps://donnovotech.ru
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